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No part of this document may be reproduced, stored in a retrieval system or transmitted in any form
or by any means, electronic, mechanical, recording, photocopying or otherwise without the prior
written permission of Sterlite Technologies Ltd.

The contents of this document are provided to “Globe AAA” in confidence solely for the purpose of
evaluating possible business relationship.
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All the brand names and other products or services mentioned in this document are identified by the
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DISCLAIMER
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final commitment of Sterlite Technologies Ltd.

Sterlite Technologies Ltd. assumes no responsibility or makes no warranties for any errors that may
appear in this document and disclaims any implied warranty of whatsoever nature.

Sterlite Technologies Ltd. shall not be responsible for any liability of any nature whatsoever resulting
from or arising out of use of this document.
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1. SNMP Introduction

The first thing you might be asking is “What is SNMP?”

SNMP stands for Simple Network Management Protocol. SNMP is an application layer protocol
that uses UDP port number 161/162. SNMP is used to monitor the network, detect network
faults, and sometimes even used to configure remote devices.

There are three parts of SNMP allowing it to function:

1) SNMP Manager
It is a centralized system used to monitor network. It is also known as Network
Management Station (NMS)

2) SNMP Agent
It is a software management software module installed on a managed device. Managed
devices can be network devices like PC, routers, switches, servers, etc.

3) Management Information Base (MIB)

MIB consists of information on resources that are to be managed. This information is
organized hierarchically. It consists of objects instances which are essentially variables.

Protocol Stack of SNMP

Manager (EMS) Agent (Application)
SNMP
UDP
IP
Ethernet Ethernet
SNMP Get Request T
SNMP Get Response
SNMP Traps
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Variables of SNMP Messages

GetRequest

SNMP manager sends this message to request data from the SNMP agent. It is simply
used to retrieve data from SNMP agents. In response to this, the SNMP agent responds
with the requested value through a response message.

GetNextRequest

This message can be sent to discover what data is available on an SNMP agent. The SNMP
manager can request data continuously until no more data is left. In this way, the SNMP
manager can take knowledge of all the available data on SNMP agents.

GetBulkRequest
This message is used to retrieve large data at once by the SNMP manager from the SNMP
agent. It is introduced in SNMPv2c.

SetRequest
It is used by the SNMP manager to set the value of an object instance on the SNMP
agent.

Response

It is a message sent from the agent upon a request from the manager. When sent in
response to Get messages, it will contain the data requested. When sent in response to
the Set message, it will contain the newly set value as confirmation that the value has
been set.

Trap
These are the message sent by the agent without being requested by the manager. It is
sent when a fault has occurred.

InformRequest

It was introduced in SNMPv2c, used to identify if the trap message has been received by
the manager or not. The agents can be configured to send trap message continuously
until it receives an Inform message. It is the same as a trap but adds an
acknowledgement that the trap doesn’t provide.
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Version of SNMP

There are 3 versions of SNMP:

1) SNMPv1
It uses community strings for authentication and uses UDP only.

2) SNMPv2c
It uses community strings for authentication. It uses UDP but can be configured to use
TCP.

3) SNMPv3
It uses Hash-based MAC with MD5 or SHA for authentication and DES-56 for privacy. This
version uses TCP. Therefore, the conclusion is the higher the version of SNMP, the more
secure it will be.
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2. SNMP Traps

An SNMP trap is any event generated and sent by the SNMP agent in a device and received by a
network management system (NMS) whenever a change of state or anomaly is detected. These
event messages generated by devices are received by an NMS like Site24x7, which is the trap
receiver. Traps are generated instantaneously and are raw messages which an NMS has to
process for network admins to understand easily.

GET / SET Request

Master Agent

Manager " GET | SET Responseé

GET / SET Req

-l
-

GET / SET Res.

g

An SNMP trap port is the port at which the manager receives the traps. This port is typically set as
port number 162. However, you can change this port if necessary, and it may also differ
depending on the SNMP manager you’re using.

One of the complicated things about SNMP traps is they’re not always effective at alerting you
when major errors have occurred. For example, sometimes the device agent will send out an
SNMP trap for a minor issue and miss a major problem capable of bringing your entire network
down. For instance, if the device experiences a fatal issue shutting down the entire device, the
SNMP agent can no longer work either (and no SNMP trap will be sent out).

SNMP traps are sent out in a particular format, showing a time, an identifier, and a value. The
time shows when the error occurred. The identifier is from the MIB and is called an “OID,” also
known as an Object Identifier. The OID represents an element of the device being monitored,
such as temperature, CPU function, or memory (or even whether the printer ink is running low).
These OIDs can help you to pinpoint the problem. This information is critical when you’re
monitoring a large network where a single device failure can cause a cascade of issues.
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3. SNMP Configuration on AAA

For Alerts to get generate, we need to change some configuration in AAA

1) We will configure Alert Listener in AAA as per below screenshot.
Go To Servers/Configuration and then select Alert Configuration

’ EliteCSM

[ == —

SERVER LIST

Service Policy Create | Delete
Servers [ Configurations Server Instance
RADIUS Session Manager
Diameter Service Drivers ikt secondary
Resource Manager Digest Configuration rimary
External System Alert Configuration Jid_primary
In-Memory Data Grid EAF Configuration
System Access Policy
Reports Grace Policy
Staft Translation Mapping Config
Web Service Copy Packet Config
Logout 551 Certificates

Plugins

Script

2) After clicking on Alert Listener, click on Create New and select Listener Type as TRAP
LISTENER. Listener Name you can give anything and then click on Next

Alert Listener

Create Alert Listener

Listener Name @ [2lert_Listener_EMS |+
~" Valid Name.
Listener Type © | Trap Listener v |

e
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3) Then you need to mention the EMS server IP and Port on which EMS listens the Trap,
Trap Version as V1/V2/V2c and community which is generally public in all case but it may
differ from vendor to vendor and rest parameters you can keep as it is and then click on
Expand All menu as shown below.

Trap Alert Listener

Trap Alert Listener

Trap Server © | 127.0.0.1:162 EMS Server IP and Port |
Trap Version @ L-p- VINZ
Communi i *
v @ | public —®= Community will be mostly public I
Advance Trap @ True v
Repeated Message Reduction © True w
Alert List @
Expand All | Collapse All
+ [ server
+JESI
+[JLicense
+ D other
+[Jmpe

4) When you click on Expand All menu, you can see all the TRAPS which AAA can send to
NMS system. By default no traps would be selected, you need to select the Trap

according to your project requirements. Generally we select all the Traps and then click
on Create.
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[ server
0J Serverllp
~[Irm
- Prepaid
[ Generic
-[JipPoal
(] Generic
-0 Concurrency
[l Generic
[l serverDown
-[IrADIUS
-0 DynaAuth
(] Generic
- [ WebService
[l Generic
(] RadiusService PolicyNotSatisfied
- Acet
(] Generic
OJ CDRStorageProblem
- Auth
[ UnknownUser
[ Generic
( invalidClient
[ Thread Mot Available
- High AAA Response Time
[1IDLE Communication
- [l Diameter
[ Diameter Stack Up
- nas
[l ceneric
- Eap
[l Generic
[ Diameter Peer Down
] Diameter Stack Down
[ Diameter Peer High Response Time
[ Diameter Stack High Response Time
- [ creditControl
[ Generic
~ [ webservice
[ Generic
[ Diameter Peer Up
- mip

[ ceneric
] Diameter Peer Connection Rejected
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~-[les
- [ patabase
] Generic
[ DatabaseDown
[ DathaseUp
- DatabaselUnigueConsiraints
. CQuuernyTimeout
~[JiLpap
[ Generic
- LdapUp
. LdapDaown
[] Generic
- JraDIUS
[ RadiusDown
[ radius ReguestTimeout
. RadiusUp
[ Radius EsiHighFesponseTime
- [JLicense
[] NotLicensedVendor
[[J NFVLicenseDenied
- LicenseTpsExceeded
[] LicenseClientsExceeded
[ NFVLicenseReceived
] MFVLicenseDeragisterad
] LicenseExpired
[J NFVLicenseValidationFailed
(] LicensedConcurrentUserExceeded
] MotLicensedSupportedVendor
(] LicenseCPUExceeded
-] other
(] Generic
- [iMpG
[ InstanceStatus
(] MemberStatus
O MigrationHealih

 Create | Cancel

5) So any of the above event occurs on AAA, then AAA will PUSH the Trap to NMS that
following event has occurred in AAA and NMS will need to show as a TRAP and you can
select Email/SMS event for monitoring purpose.
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