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1. SNMP Introduction

The first thing you might be asking is “What is SNMP?”

SNMP stands for Simple Network Management Protocol. SNMP is an application layer protocol
that uses UDP port number 161/162. SNMP is used to monitor the network, detect network
faults, and sometimes even used to configure remote devices.

There are three parts of SNMP allowing it to function:

1) SNMP Manager
It is a centralized system used to monitor network. It is also known as Network
Management Station (NMS)

2) SNMP Agent
It is a software management software module installed on a managed device. Managed
devices can be network devices like PC, routers, switches, servers, etc.

3) Management Information Base (MIB)

MIB consists of information on resources that are to be managed. This information is
organized hierarchically. It consists of objects instances which are essentially variables.

Protocol Stack of SNMP

Manager (EMS) Agent (Application)

SNMP
UDP
IP

Ethernet Ethernet

SNMP Get Request

SNMP Get Response
SNMP Traps
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Variables of SNMP Messages

1)

2)

GetRequest

SNMP manager sends this message to request data from the SNMP agent. It is simply
used to retrieve data from SNMP agents. In response to this, the SNMP agent responds
with the requested value through a response message.

GetNextRequest

This message can be sent to discover what data is available on an SNMP agent. The SNMP
manager can request data continuously until no more data is left. In this way, the SNMP
manager can take knowledge of all the available data on SNMP agents.

GetBulkRequest
This message is used to retrieve large data at once by the SNMP manager from the SNMP
agent. It is introduced in SNMPv2c.

SetRequest
It is used by the SNMP manager to set the value of an object instance on the SNMP
agent.

Response

It is a message sent from the agent upon a request from the manager. When sent in
response to Get messages, it will contain the data requested. When sent in response to
the Set message, it will contain the newly set value as confirmation that the value has
been set.

Trap
These are the message sent by the agent without being requested by the manager. It is
sent when a fault has occurred.

InformRequest

It was introduced in SNMPv2c, used to identify if the trap message has been received by
the manager or not. The agents can be configured to send trap message continuously
until it receives an Inform message. It is the same as a trap but adds an
acknowledgement that the trap doesn’t provide.
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Version of SNMP

There are 3 versions of SNMP:

1) SNMPv1
It uses community strings for authentication and uses UDP only.

2) SNMPv2c
It uses community strings for authentication. It uses UDP but can be configured to use
TCP.

3) SNMPv3
It uses Hash-based MAC with MD5 or SHA for authentication and DES-56 for privacy. This
version uses TCP. Therefore, the conclusion is the higher the version of SNMP, the more
secure it will be.
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2. SNMP Traps

An SNMP trap is any event generated and sent by the SNMP agent in a device and received by a
network management system (NMS) whenever a change of state or anomaly is detected. These
event messages generated by devices are received by an NMS like Site24x7, which is the trap
receiver. Traps are generated instantaneously and are raw messages which an NMS has to
process for network admins to understand easily.

GET / SET Request
Master Agent

Manager " GET | SET Response

GET / SET Req

GET / SET Res.

g

An SNMP trap port is the port at which the manager receives the traps. This port is typically set as
port number 162. However, you can change this port if necessary, and it may also differ
depending on the SNMP manager you're using.

One of the complicated things about SNMP traps is they’re not always effective at alerting you
when major errors have occurred. For example, sometimes the device agent will send out an
SNMP trap for a minor issue and miss a major problem capable of bringing your entire network
down. For instance, if the device experiences a fatal issue shutting down the entire device, the
SNMP agent can no longer work either (and no SNMP trap will be sent out).

SNMP traps are sent out in a particular format, showing a time, an identifier, and a value. The
time shows when the error occurred. The identifier is from the MIB and is called an “OID,” also
known as an Object Identifier. The OID represents an element of the device being monitored,
such as temperature, CPU function, or memory (or even whether the printer ink is running low).
These OIDs can help you to pinpoint the problem. This information is critical when you’re
monitoring a large network where a single device failure can cause a cascade of issues.
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3. SNMP Configuration on EMS

Enabling trap engine on EMS Server:

1. Go to/motadata/motadata/config/ by using below command :
cd /motadata/motadata/config/

EP roct@ubuntu: fmotadata/motadata/config

root@ubuntu: /motadata/motadata/config# cd /motadata/motadata/config
root@ubuntu: /motadata/motadata/config# pwd
/motadata/motadata/config

root@ubuntu: /motadata/motadata/config# .

2. vim motadata-conf.yml|

@ root@ubuntu: /motadata/motadata/config

root@ubuntu: /motadata/motadata/config# vim motadata-conf.yml

3. Replace trap engine: No to Yes

ﬁtrap engine enable or not (yes/no)
trap-engine: yes

4. Restart EMS server and trap engine will be ON

&P root@ubuntu: /motadate/motadata/config - o x
Loaded: loaded (/lib/systemd/system/motadata.service; disabled; vendor preset: enabled) ~
Active: since Tue 2019-09-24 15:10:42 IST; 1h 29min ago

Main PID: 19030 (motadata)
Tasks: 654
Memory: 5.3G
CPU: 12min 29.589s

CGroup: /system.slice/motadata.service
|-19030 /motadata/motadata/motadata &
|-19061 redis-server *:6379
|-19064 ./nsglookupd -tcp-address 0.0.0.0:4160 -http-address 0.0.0.0:4161 -broadcast-
1-19072 ./nsgd -tcp-address 0.0.0.0:4150 -lookupd-tcp-address 0.0.0.0:4160 -http-addr
1-19126 /motadata/motadata/jdk/bin/java -server -Xmsl1l000m -Xmx2000m -XX:+UseCompresse
|-19242 /motadata/motadata/motadata-rpe-master
1-19246 /motadata/motadata/motadata-metric Metric-a94d6567-afc0-4557-866d-6d8eceda6ed
|-19259 /motadata/motadata/motadata-discovery Discovery-cc8le64e-ab32-4cbf-ae08-28593
| -19264 /motadata/motadata/motadata-ncm NCM Collector-5bcec2l6-0adc-46fc-9851-fa87246

Trap Engine = started | =19268 /motadata/motadata/motadata-sla SLA Analyzer-386e9430-874e-4f5f-9f7d-affcbbda

= motadata/motadata/motadata-trap Trap alyzexr— ea-eZbc— —Sec3— e

1-19301 python3.7 -W ignore /motadata/motadata/motadata python engine/bootstrap.py lo
|-19322 python3.7 -W ignore /motadata/motadata/motadata python engine/bootstrap.py lo
1-19329 python3.7 -W ignore /motadata/motadata/motadata python engine/pingbootstrap.p
1-19347 /motadata/motadata/motadata-log Log Analyzer-36abSee6-bc63-4f3a-b016-3a6l1a240
"-19353 /motadata/motadata/motadata-job Job-8eb7d101-f165-4b7d-9278-6d45c0e5a38e|!'! |5

5. Tcpdump command to check the traps are reaching to EMS or not:

E.g- tcpdump -i any src 172.16.10.1 and port 162 -- where, 162 is default trap port used in
EMS
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6. Netstat command to check 162 port is open or not

#P root@ubuntu: /motadata/motadata/config - 74
root@ubuntu: /motadata/motadata/config# netstat -apn | grep 162 &
udp 0 0 0.0.0.0:162 0.0.0.0:* 1247/snmptrapd
unix 3 |l STREAM CONNECTED 16256 1/init /run/systemd/jour
nal/stdout

unix 3 g STREAM CONNECTED 16255 1/init /run/systemd/jour
nal/stdout

unix 2 [1 DGRAM 19472 1162/iscsid

unix 3 E 1 STREAM CONNECTED 16257 1/init /run/systemd/jour
nal/stdout

7. Plugins for traps :
a. SNMP Trap Action - It will forward all the generated alerts in EMS in the form of
traps to the destination device using snmp v2 protocol
b. SNMP Trap Listener - For licensing - In newer version the trap is free.
c. Traps: Act as forwarder as well as listener in newer version of EMS

£ Name ~ Version Installed Date Deseription

C1  #SNMP Trsp Action 1 0 Aug, 2019 12:07:40 PM
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4. GUI - TRAP Module

1. Goto Search > Traps

Search

© Search result not found.

From 24 Sep, 2019 12:00:00 AM To 24 Sep, 2019
11:59:59 PM

Refrosh

ens €D @D

 7.5.300-20180 Server Time @ Tue Sep 24 16:50:52 IST 2019

Links @20 @12 Availabilty @2 @12 |,

2. Widget creation example for Traps:

Update Widget - Trap

Widget Name

l Teat a Lo o)) From 24 Sap, 2019 12:00:00 AM To 24 Sep, 2019 11:59:59 PM

Source Type Filter Filter Values

Traps ~ Source Host v

[1]

00

eh L Anclytics

Trap Enterprise Id v | Value ~
Trap Enterprise ~ | vale ~
Trap Device Type v | Value ~

3.Trap engine utilization from GUI
Go to Motadata Support then Core process statistics

MName ~ Process CPU (%) Process I/0 (Bytes/sec) Process Memory
Cache Engine ] [ 5MB
Discovery Engine ] ) 313MB
Gul ] 1024 87oMB
Job Engine 0 L) arsmE
Keme ] 0 239M8
Log Analyzer ] [ a%amB
Message Queue ] [ T™B
Metric Collector 0 L) 604 M8
NCM Collector ] 0 351 MB
Python Metric Engine 1 ] [ TIMB
Python Metric Engine 2 ] o TiMB
Python Ping Engine 1 ] [ amB
RPE Server ] 0 335MB
SLA Analyze ] [ aTamB
Trap Analyzer 0 L) a3 ma

Shonwsins 1 40 18 nf 18 antrinc
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4.Trap Alert Creation example :
Note : There is difference OID’s used for incident happened and when it was

clear.
F.g - Hard disk failure:- .1.1.1.1.1.3
Hard disk fixed : - .1.1.1.1.1.4

So while creating alert, use different OID’s.

Create Trap Alert

Trap Alest Name Alert Status

| 8| @ Enbled Disabled

Source Type

Traps.

# Trigger Rule

| Trap Oid v | Value

°—¢ 7 Clear Rule

| Trap Oid v || value

P
m o Aotion )
Severiy nctions (IR

Gritical v e 0|

G < [ams

Contin v [ anne

5. Trap Filer from Admin panel

It is used to filter the OID for which you don’t want to see the same in EMS.

¥ Trap Filters.
a

os

126121.421.1.8192.16820

Showing 1to 1 of 1 entries

6.Trap Forwarder is used to forward the traps from NMS to third
party tool and you need to enter the IP and port onwhich you
want to forward the Trap

Create Mew Trap Forwarders

Host

Port
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